My Health Record System Policy and Procedure
(DR8)

Policy Statement
Health United acknowledges the importance of implementing and maintaining a secure and efficient My Health Record System to enhance the quality of healthcare delivery and improve patient outcomes. This policy outlines the procedures and guidelines for using, accessing and managing the Health Record system within Health United in compliance with the relevant National and State legislation and regulations.

Scope
This policy applies to residents, staff, management, medical professionals, volunteers and visitors of Health United.

Background
Health United appreciates that the safety and privacy of everyone within our organisation are paramount to our core values and objectives. This policy aims to ensure the effective implementation and utilisation of the My Health Record System within Health United and facilitate seamless communication, information sharing and continuity of care among healthcare providers while safeguarding patient privacy and confidentiality.

Legislative Requirements
The legislation referenced below was current at the time of policy creation. Any person relying on this policy is advised to check for amendments or updates to the legislation listed and follow only the most recent legislative guidelines.
· Public Administration Act 2004
· My Health Records Act 2012
· My Health Records Regulation 2012
· Healthcare Identifiers Regulations 2020
· Privacy Act 1988

Principles that Inform Our Policy
All decision-making about our My Health Record System Procedure is carried out in accordance with the principles of our My Health Record System Policy.
Health United will comply with the Australian Digital Health Agency (ADHA) guidelines, My Health Records Act 2012, and other relevant legislative and regulatory requirements governing the use and management of the My Health Record System.
Access and Consent
· Healthcare providers at Health United may access the My Health Record System only with the patient’s explicit consent unless access is required in emergency situations or as permitted by law.
· Patients will be informed of their rights and provided with the necessary information to make an informed decision about accessing and sharing their health information through My Health Record.
· Consent for accessing My Health Record will be documented in the patient’s health record in accordance with Health United’s consent management procedures.
Security and Confidentiality
· Health United will implement appropriate technical, administrative and physical safeguards to ensure the security and confidentiality of patient health information stored in the My Health Record System.
· Access to My Health Record will be restricted to authorised healthcare providers who have undergone relevant training and have a legitimate need-to-know basis.
· Healthcare providers are responsible for maintaining the confidentiality of patient information accessed through My Health Record. They are prohibited from disclosing or sharing this information with unauthorised individuals or entities.
Use and Disclosure
· Patient health information accessed through My Health Record may only be used for the purpose of providing healthcare services and supporting continuity of care.
· Disclosure of patient health information from My Health Record will be in accordance with patient consent and relevant legal requirements.
· Healthcare providers will exercise discretion and judgment when accessing and using patient health information in the My Health Record System, ensuring that it is relevant and necessary for the provision of healthcare services.
Audit and Monitoring
· Health United will conduct regular audits and monitoring activities to assess compliance with this policy and identify any breaches or vulnerabilities in the My Health Record System. Any identified issues will be promptly addressed, and corrective actions will be implemented as necessary.

Key Terms
	Term
	
	Meaning
	Source

	My Health Record
	
	My Health Record is a secure online summary of key patient health information. Healthcare providers can access the system to view and add information.
	Australian Digital Health Agency



Links to Other Policies and Documents
· Duty of Care Policy and Procedure
· Privacy and Confidentiality Policy and Procedure
· Patient Consent Policy and Procedure
· Document and Record-Keeping Policy and Procedure

Induction and Ongoing Training
Health United requires that induction and ongoing training of all staff include the My Health Record System Policy to enable staff to fulfil their roles effectively. In addition, Health United promotes information sharing at staff meetings, sharing information received from industry trends or changes in legislation and consultation at policy review sessions.
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Monitoring, Evaluation and Review
This policy will be reviewed annually or upon the occurrence of any relevant legislative Health United management will conduct reviews in consultation with staff at scheduled meetings.

My Health Record System Procedure

Patient Consent
· Healthcare providers will obtain explicit consent from patients before accessing their My Health Record, explaining the purpose and benefits of accessing the information.
· Patients who provide consent for accessing My Health Record will be asked to sign a consent form, which will be documented in their health record.

Accessing My Health Record
· Healthcare providers will access the My Health Record System using their unique credentials and adhere to the authentication and access controls implemented by Health United.
· Access to My Health Record will be limited to authorised healthcare providers with a legitimate need-to-know basis for providing healthcare services to the patient.

Security Measures
· Healthcare providers will ensure that any device used to access the My Health Record System is secured with appropriate encryption and password protection measures.
· Healthcare providers will log out of the My Health Record System after completing their tasks and will not share their login credentials with others.

Confidentiality and Privacy
· Healthcare providers will maintain the confidentiality and privacy of patient health information accessed through My Health Record, refraining from discussing or disclosing this information with unauthorised individuals.
· Any breaches or suspected breaches of confidentiality or privacy will be reported to the designated privacy officer at Health United for investigation and resolution.

Documentation and Record-keeping
· All access to the My Health Record System and any actions taken within the system will be documented in the patient’s health record, including the purpose of access and any relevant findings or observations.
· Documentation related to My Health Record access and usage will be retained in accordance with Health United’s record-keeping policies and procedures.

Training and Compliance
· Healthcare providers will undergo initial and ongoing training on the proper use, access and management of the My Health Record System, including updates on relevant policies and procedures.
· Compliance with this procedure will be monitored through regular audits and assessments, and any non-compliance will be addressed through appropriate disciplinary measures.

Review and Revision
· This procedure will be reviewed and updated as necessary to reflect changes in legislation, regulations and organisational requirements related to the My Health Record System.
· Any revisions to the procedure will be communicated to all relevant stakeholders, and training will be provided as needed to ensure adherence to the updated procedures.

